UNIT 5: System Implementation and Maintenance

This unit focuses on the final phases of the System Development Life Cycle (SDLC) — the
actual implementation, testing, and post-deployment maintenance of the system.

Detailed Topics in Unit 5:
1. System Implementation

e Definition and Importance
e Implementation Methods:
o Parallel Implementation
o Direct Cutover (Immediate) Implementation
o Pilot Implementation
o Phased Implementation
e Factors Affecting Implementation Success

e Changeover Process

2. System Testing

e Obijectives of Testing
e Levels of Testing:
o Unit Testing
o Integration Testing
o System Testing
o Acceptance Testing
e Types of Test Data

e User Acceptance Testing (UAT)

3. System Conversion



Hardware and Software Installation

Data Conversion and Migration

Training for End-Users

Documentation for Users and Technical Staff

4. Post-Implementation Review

e Purpose of Review
e Checklist for Evaluation

e Feedback Mechanism

5. System Maintenance

e Meaning and Importance

e Types of Maintenance:
o Corrective Maintenance
o Adaptive Maintenance
o Perfective Maintenance
o Preventive Maintenance

e Cost of Maintenance

e Issues and Challenges in Maintenance

6. System Audit and Security

e Need for Auditing
e Types of System Audits
e Data Security and Integrity

e Backup and Recovery Procedures



== System Analysis and Design — Unit 5: System
Implementation and Maintenance

(Hinglish with f&&T words in §a=T9RT, easy for BCA/BSc students)

(74 Chapter 1: System Implementation (FH¥cH sFCallH )
+ What is Implementation?

Implementation T FJd &IdT & — Sif A€ analyst 31X developer sT design fHaT &, 39
actual environment 3 use & foIT install FIAT| SHI hardware, software, user training, 3iR
data migration 31 steps 8 &1

+ Implementation Methods (3FCellec2leT & {Ih):

1. Parallel Implementation (SReTel SFCHCI):
TR 3R 7737 fEeH U a1y oIS 9693 & v Terd g1
Advantage: Data loss T risk & gldT &
Disadvantage: #Fga X time-consuming

2. Direct Cutover (SEI&C HeATaR):
o [OECH Y 3reTeleh d¢ Sich AT [AEeH I T Srar gl
Advantage: Fast and cheap
Disadvantage: High risk, 319X 74T system fail g3

3. Pilot Implementation (JTIelc SFCalHC2IT):
s fa¥eA gge fandll Ua branch AT department # 137 R SITdT & |
Advantage: Controlled testing
Disadvantage: 13T time-consuming

4. Phased Implementation (%3 SCallHcel):
14T f&TeH parts #F implement fhaT STaT B
Advantage: Step-by-step adoption
Disadvantage: Requires good planning

74 Chapter 2: System Testing (F&¥ca &)
+ Testing sl Purpose:

f&Tea launch F F Igel Tg ensure HIAT foh system Sk T FHIF X 8T &, IS bug T error
el &

+ Types of Testing:



1. Unit Testing (Ifec f&a):
Individual program modules & test frar STdT &

2. Integration Testing (3¢ ¢fEeam):
Multiple modules &Y S18HI check foRam SITAT & TR & 399 & T&T & communicate

3 & AT
3. System Testing (Reca cfEea):
R FaEeH i ve IR 7 Sxe fRaT SaT €

4. Acceptance Testing (FoR TerdTeH cTEcan):
Final user GaRT fA¥cH & approve AT SITAT § — 39K system 3sehl requirements
fulfill T |

(74 Chapter 3: System Conversion and Training (F=a2iaT 3R o)

+ System Conversion:

Old system & AT system # shift a1 T process, T I eanfAe g &:
e Hardware Installation (ETS33T SEcTeler)
e Software Setup (TTFEaTX AT3)
e Data Migration (31T ATSAL)

e File Conversion (B3 dedaidl)

+ User Training (IR gfotan):
f8EeH FI use e ATall I proper training &r STl g |

e On-site training
e User manuals and help files

e Practical workshops

{4 Chapter 4: Post-Implementation Review (G#1&TT)

9 T8TeH implement & STAT &, 38 &G Tah review process &IdT & ToTHH Ig Uk T SATAT &
&



e System goals achieve U AT el
e IS bug IT performance issue A Tgt
e User feedback $arg

e Improvement areas @i & §

("4 Chapter 5: System Maintenance (F¥cH H4)

+ Types of Maintenance:

1. Corrective Maintenance (FFcd Heald):
Errors 3T bugs & fix FI=AT

2. Adaptive Maintenance (Usftca Heaid):
f&EeH &1 AT environment AT requirements & 3{eTER modify T |

3. Perfective Maintenance (Tthfdea #eaiq):
f@¥ea performance I 31X S§R =117

4. Preventive Maintenance (Wdfea #c¢=a):
Future problems @ Jiehat & foIT pre-check =T

(4 Chapter 6: System Security and Audit (R 31T 37if3e)
+ System Audit (R¥ea 3iif3e):

Regular checking o fa¥cH T8I ok & Iol T6T & IT AeT|
ar types:

e Internal Audit
e External Audit

+ Security Considerations:
e User authentication (Username/password)

e Role-based access control
e Backup system

e Disaster Recovery Plan (DRP)



#. UNIT 5 - SYSTEM IMPLEMENTATION AND

MAINTENANCE

Chapter 1: System Implementation (RATcH gFceliHTY)

© 1.1 What is System Implementation?

Implementation T FE & — 319 system design 3R development q g ST, a9 39 system

& real-life environment # install 3i¥ use HTT|

. Example: 379R TRET school & Teh AT ERP system develop @ § — ar 39
teachers 31 admin staff & system # properly Tell=T, training &=1T, T data
shift ST — I T implementation phase & 31TAT §1

@ 1.2 Implementation Process Flow

;| Block Diagram:

System Development Complete
l

User Training
l

System Installation
l

Data Migration

l
Go-Live (Launch System)

@ 1.3 Implementation Methods

Method Meaning Advantage Disadvantage
Parallel Old + new system T Tel Secure Expensive, duplicate
transition work
Direct Old system d¢, 71T Y& Fast, simple High risk
Cutover
Pilot New system Te branch & Localized test Time-consuming
test
Phased ¢R-f} modules implement | Smooth switch | Needs high planning




#. Chapter 2: System Testing (RTca ¢fEea)

¥ 2.1 What is System Testing?

System Testing T 3¢¢2% &I ¢ I confirm =T foh T FAFEH users I expectations &
3THR 1A T TgT & T 18T |

« Definition:
Testing is the process of executing the system with the intent of finding errors
and ensuring it meets requirements.

« Example:
School ERP system  login, attendance, fee payment, 3iX report card printing
ST modules & check 1T foh T TET el g & AT el |

@ 2.2 Types of System Testing

| Flow Diagram:

(7 A. Unit Testing (Il &)
e & program module individually test 81T &

e Developer GaRT foaT ST &



e Errors & isolate {aT 3T &IdT &

# Example: Student module H %del “add student” function &I test HIAT

{74 B. Integration Testing (SEI3I2rT &f&eam)

e 3TST91-37e19T modules T fATRT test fHaT ST &

e Interface 31X data flow I ST T ATAT &

# Example: “Add student” & ¢, 384T attendance module # reflect gl

{74 C. System Testing (R¥es cfEeam)

e Complete system &I T whole unit T g test AT ATATE

e Check fhar ATaT & T T3 modules T AT Sk H FHIHA I &

# Example: T full cycle test — student add — fee paid — exam marks entered
— report card generated

{74 D. Acceptance Testing (J3i¥ TadeeH T - UAT)

e Final testing ST real users (clients) FId &

e Check fhar SITaT & T system 37 business rules & fulfill T & IT 16T

# Example: Principal or admin final system @l use @& verify &

¥ 2.3 Types of Test Data

Valid Data: @&r 31K expected input

Invalid Data: 9TeTd AT unexpected input

Boundary Data: Limit & 91 dTel inputs

Missing Data: Null or blank fields

# Example: Student age & "200" STelT — should give error




@ 2.4 Importance of Testing
e Bugs 3ilT errors SedI Y& & 3T &

System reliability SGcT &

User satisfaction g gl &

Data loss 3 failures FH g1d &

#. Chapter 3: System Conversion and User Training

(FrEcH shodotet 3R IR SfaAan)

& 3.1 What is System Conversion?

System Conversion &I Hceld gIcT & — TIe [&FecH ¥ AT ffFea & safe 3R smooth shift
hAT|

¢ Definition:
System conversion is the process of changing from the old information system
to the new one.

¢« Example:

School # ggel manual attendance register deldT AT, 379 biometric system
implement feRaT 31T — AY data entry, hardware setup 3iX user training &eT
CECHT!




@ 3.2 Key Activities in Conversion

;| Diagram: Conversion Process Flow

0ld System - Data Backup - Data Migration - Software Installation -
Hardware Setup - Go-Live

{4 A. Hardware Installation (TS33X STclolele)

e Computers, servers, networking devices install ST

e Compatibility check &eT

{74 B. Software Setup (TFedIX STCTILI)

e Operating system, drivers, 3 application software install =T

e Configuration &= — S user roles, settings, 37¢

{7 C. Data Migration (3TeT ATSILI)

Old system ¥ AT system & data transfer &I=1T

Data clean 3iRR format =T ST 81T &

Automated tools IT manual entry ¥ 3T ST T &

# Example: Excel files & sTU ERP # student data import &=
{74 D. File Conversion (FSd Hedoie)

e A system & data files T T format & convert FaAT

o S .txt ¥ .csv,ATMS Access & MySQL




@ 3.3 User Training (ZoR ¢fee)
New system 3T successful 81dT & 519 users 3 confidently use & T |

{4 Training Methods:

Method Details

On-site Training Real environment & system et [&@TAT

Workshops Demo 3iRX practical sessions

Manuals/Help Files | Step-by-step guide books

Video Tutorials Recorded training for self-learning

. Example: Admin staff FT attendance, report generation 3R login/logout

E3ECIGll

& 3.4 Why Training is Important?
e User adoption 31THTeT 8T &
e Errors 31 misuse #A g &
e Productivity 3R confidence s&dT &

e Helpdesk load &H gIaT &

#. Chapter 4: Post-Implementation Review (f?—R—‘c'?-T
HTATeade] & S1G hl HHTET)

¥ 4.1 What is Post-Implementation Review?

ST 74T system successfully implement & SITdT &, I« 38T evaluation 3iX analysis foam
ST & T a7 98 system 81 & F1F 1 8T & AT 187 |

» Definition:

A post-implementation review (PIR) is a formal review conducted after the
system has been implemented to assess its performance, effectiveness, and
user satisfaction.




@ 4.2 Objectives of Post-Implementation Review
® Ig Review 3T AT SATaT § aTfer:
e fATcH goals achieve g’U?JTa‘-lﬁ—II%’tIFITEIT»T

e IS bug AT issue & dl 31 identify fHaT 3T TH
e User feedback collect frar ST @
e Future improvements & folT suggestions f&er

e Project documentation complete g

@ 4.3 Activities in PIR (GHT&TT # gl aTel 1Y)
| Flow Diagram:

System Go-Live - Performance Observation - User Feedback - Issue
Reporting - Review Report

{4 A. System Performance Evaluation

e Response time, processing speed, error frequency SI& points T check faraT STAT £

{74 B. User Satisfaction Survey
e Users ¥ Yo7 o7TdT & f& system user-friendly & 3T 181, 3R 37T actual needs fulfill g
T E ar At
{74 C. Issue Identification

e Bugs 3T unexpected behavior & list faT SITAT &

{74 D. Review Report Preparation

e T&H formal document daR fohaT SITAT § TSI strengths, weaknesses, 3R
recommendations for& ST &1




@ 4.4 Who Conducts PIR?

e System Analyst
e Project Manager
e Quality Assurance (QA) Team

e Client/User Representative

@ 4.5 Importance of PIR

{74 System & 3R SgcR STt & foIT feedback fAeaT &
(4 Documentation complete gidT &

¥4 Future projects & foIT learning f&erdT &

(74 User 3iR developer & &I transparency ssil &' &

#. Chapter 5: System Maintenance (FRA¥cH #1q)

(Easy Hinglish #, diagrams, examples, 3k exam tips & 1)

© 5.1 What is System Maintenance?

ST SIS AT system successfully implement & SITAT &, d9 38 o THT o Tl 3R error-free
Tellel o fIT SIAR WA (maintenance) &1 ST &d glal & |

¢ Definition:
System maintenance is the process of correcting, updating, improving, or
adapting a software system after its delivery to ensure its effective functioning.

¢ Real-life Example:
School ERP # 319X fadY student &hr detail ITeid g, IT fees module & #4T tax
rule SIS=T § — dr 38 maintain AT 933MT|




@ 5.2 Need for Maintenance

e Bugs 3iR errors &I fix =T

e Changing user requirements

e Changing business environment
e Technology upgrade

e Performance improvement

@ 5.3 Types of Maintenance

;| Diagram: Types of Maintenance

tommm - Fommmm - +
|
Fomm - dommm - Fommm - Fommm - +
| I | |
Corrective Adaptive Perfective Preventive
(eI B1h) (5 IARA) (afear samr)  (fasT v gRem)

A. Corrective Maintenance (X f&ca #Fee1q)
Purpose: Errors 3iX bugs @ remove &TaT

# Example: Attendance module # total wrong 31T T&T & df 3¥ correct =T

B. Adaptive Maintenance (Tsftea #eq)

Purpose: System &I [T environment AT policy & 37eTHR S&elalT

# Example: Government st GST &I #dT rate faieprer, A 38 system # apply
hIAT|

C. Perfective Maintenance (TthiFea #Feaiq)



Purpose: Performance improve T T features add il

# Example: 319 admin =TgdT & f6 SMS alert 8 ST — Ig improvement & |

{74 D. Preventive Maintenance (Fodfea #esid)

Purpose: Future errors @I prevent aT

# Example: Regular backup 3i¥ antivirus scan &%=t dfeh future & problem =T

gl

& 5.4 Challenges in System Maintenance

High cost

Lack of proper documentation

Dependency on original developers

Risk of introducing new bugs

Time-consuming

@ 5.5 Cost of Maintenance

Software lifecycle 3 maintenance T W 40% to 70% dF &1 HehdT & | SHTAIT proper planning
3R skilled team JTET B

& Trick to Remember: CAPP
Corrective — Adaptive — Perfective — Preventive



#. Chapter 6: System Audit and Security (% 3ifsc
3R grem)

(Hinglish &, easy explanation, diagrams, examples 3R exam tips & 1Y)

& 6.1 What is System Audit?

System Audit T formal review process & oo Ig verify fhaT SITaT § Toh TAECH expected
performance 3 security standards @ meet Y IgT & IT =Tg1 |

¢ Definition:
System audit is an independent examination of the information system to
evaluate its performance, security, and compliance with standards.

@ 6.2 Objectives of System Audit

(7] System & effectiveness check &I=T

[¥4 Errors 3T inefficiencies 3T identify T

[74 Data integrity 3 accuracy ensure &3=T

74 Unauthorized access detect &3

4 Legal and organizational compliance verify &=t

@ 6.3 Types of System Audit
Type Purpose

Internal Audit Company & internal team aRT fRaT ST &
External Audit ST8X I third-party agency aRT fRaT ST &
Operational Audit System T efficiency 31 productivity r Sir=r

Security Audit Data protection 3R access control T ST

;] Diagram: Audit Cycle
1. Define Scope

l
2. Collect System Logs/Data

l
3. Identify Weak Areas



!
4. Report Preparation

!
5. Recommendations and Improvements

& 6.4 What is System Security?

System Security T #ded gIdT & system 3{IX data &I unauthorized access, damage,
hacking 3R threats & XT&T TG |

¢ Definition:
System security refers to the protection of computer systems and data from
threats, breaches, and attacks.

& 6.5 Major Threats to System Security

e \iruses & Malware

e Hacking

e Phishing

e Data leakage

e Hardware theft or damage

e Insider threats (employees)

& 6.6 Security Measures

Security Tool Purpose
Authentication User ID 3iR password & login &=T
Authorization Role-based access (e.g., student vs admin rights)
Encryption Data @I code H SGolel
Firewall Unauthorized network access @ block 3=t

Antivirus Software Malware detect 3{T remove &A1



Regular Backups Data loss & sTd

Surveillance & CCTV  Physical monitoring

Audit Trails/Logs isT user FAT access FX TET § — 3T Rpis TWAT

& 6.7 Backup and Recovery

& Backup: Data I copy ST it main system failure glet TR 1T 3T
s® Recovery: System crash 3T corruption & &T¢ data 3 services T arqd oT=TT

# Example: School ERP & daily automatic backup system gl=iT a1fg@ arfer
server failure # 8t data safe |
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